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CERVELLO OVERVIEW

What is Cervello?
Developed by IoTBlue, Cervello is a multi-tenant cloud / On-premises platform that allows you to 
connect any IoT device with a web platform for easy control and management.

This platform is a Software as a Service (SaaS) cloud/on-premises solution to manage and monitor 
remotely IoT and M2M devices with infinite possibilities: gathering big data, remote control, Over the Air 
updates, traffic management, metering, etc.

Cervello allows for an easy integration, and makes managing infrastructures easy, then users can focus 
on their business logic instead of tedious development and deployment tasks. That way, without the 
need of a development team of your own, costs and risks are reduced, as well as time to market. It also 
can be scalable horizontally as the business grows, and pay only for what it is used.

The following use example illustrates its functioning within a smart city, where Cervello controls and 
measures several devices and systems through modems connected to Cervello Device Manager, which 
receives different sensor data in real time, and is able to control, monitor said devices remotely, as well as 
the traffic they generate, etc.
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Terminology

• Devices: devices (or things) are your main data source in Cervello.Once you have created and 
connected a device, be it a gateway or a sensor, you can start receiving/managing its data.

• Telemetries: telemetry data are the data provided by devices, this is the main type of data that 
Cervello collects and process to feed your applications.

For example: a temperature sensor sending current air temperature or another sensor sending 
a car speed. The temperature or the speed are the telemetry data.

• Attributes: device attributes are metadata about the device, unlike telemetries, attributes data 
rarely change. Examples of device attributes are ID, Serial Number, Manufacturer, Model.

• Events: events are custom messages that can be used as logs for cases that happen in your 
workflow but not considered as alarms by you.

For example: A train has arrived to it’s destination, or a bus makes a stop to pick up a 
passenger.

• Alarms: a type of event that indicates an anomaly in one of the devices in your system or 
workflow, you can easily trigger an alarm with the component Save Alarm in the VPI Editor. 
Alarms also have severity grades and can be acknowledged and cleared by system users.

For example: you can set a custom rule that creates an alarm if the received temperature value 
of a sensor exceeds a threshold.

• Tags: tags are an easy way to add a number of devices to groups to categorize them so you 
can execute bulk actions on them later on. Any device in the same organization can have one 
or more tag.

Tags make it easy to perform different operations on a group of devices, for example executing 
commands on multiple devices in parallel or displaying data of another group.

• Assets/Sites: assets or Sites are another way to group devices, it differs from tags in that only 
devices that are assigned to the same application can be grouped together.

• Organization: organizations serve Cervello multi-tenancy by providing specific privileges to 
its members to create and manage different resources.

• Application: applications allow you to dedicate a number of devices to create your IoT 
solution business logic, along with sites.

An application can be used to grant specific users permissions for specific IoT solution to 
manage under your organization.

• VPI Editor: visual Programming Interface is designed to be the core of any IoT solution.

It allows you to create rule engines, make integrations with devices in the same application 
or with external services, store data and a lot more using flexible and highly customizable 
workflows.
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STARTER GUIDE
In this section, we will go through most of Cervello powerful features by creating a simple fleet 
management solution using a virtual device simulation.

We will be using MQTTBox, which is a MQTT client that can mimic a real sensor.

Use this link to get MQTTBox application

We are going to:

1. Connect to Cervello broker

2. Send and transform data

3. Create rule engine

4. And finally display the output on different dashboard components

We will go through this guide in 8 steps:

Step 1: Login into Cervello

Step 2: Creating the organization

Step 3: Creating and configuring the device

Step 4: Connecting the device

Step 5: Sending data to Cervello

Step 6: Visualizing device data

Step 7: Creating rule engine using VPI editor

Step 8: Creating and displaying alarms
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Step 1: Login into Cervello
Use your username and password to login to your Cervello account.

NOTE: To get a Cervello account, please contact us on support@cervello.io

Step 2: Creating the Organization
Once you are logged in, from the organization page click on Create Organization button to create your 
first organization.
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Insert an organization name, and an optional description then click on OK button.

Choose the organization you have just created.

Step 3: Creating and Configuring the Device
Next we need to create a device, we can do so by hovering on Devices item in the top menu, then click 
on Devices in the drop down.
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Click on Create Device to open the form.

Insert a device name of your choice and choose a device type, choose STANDALONE for device type.

Then click on OK.
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NOTE: We will explain every device type with more details later in the device chapter.

In order to connect any device/sensor to Cervello, you should obtain 3 keys (Device ID, Access Key, 
Access Token).

First, copy the device ID by click on Copy device ID from the device settings drop down and save it to a 
notepad, we will use it later.

A message will appear that confirms copying the device ID to your clipboard.
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Now we need to generate access key and access token for the device.

Click on Manage credentials from the device settings drop down.

Click on Generate credentials button.
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Another form should appear containing the access key and access token that we need to connect.

Copy the keys to a notepad to use it later.

Now we have all the data we need to connect our virtual device.

Step 4: Connecting the Device
Download and open MQTTBox, the MQTT client application we mentioned before, to get started.

Click on Create MQTT Client.

A form will appear to insert device details.

Enter a Client name in MQTT Client Name field.

Enter the Device ID that you copied earlier in MQTT Client Id text box.

In the Protocol field, select mqtt/tcp.

Enter Cervello broker URL (broker.app.cervello.io) in Host field.

Using the access key and access token that you copied earlier, insert them in Username, Password fields.

Finally make sure the Append timestamp to MQTT client id checkbox is unmarked.
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Click on Save, and if everything is configured correctly, the top status button should show Connected 
text, and that means our virtual device is connected to Cervello broker and we are ready to send data.

Step 5: Sending Data to Cervello
Now that our device is configured and connected, it’s time to send data.

There are two ways to send telemetry data to Cervello, one way is through VPI editor if the device 
you use can’t use Cervello default topics and prefers to use customized topics, for instance, access to 
firmware is limited and changes will take a lot of time, the other way to send data is to use Cervello 
default topics directly, we will cover both of these options with more details later in the Devices chapter. 
But for now, we are going to send data directly to Cervello using the default topics.

In order to do that, devices must send MQTT messages with the following topic format:

/cervello/devices/{deviceId}/telemetry

Where deviceId is the ID of the device that we copied earlier.
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Messages (payload) must be in the following format:

{

 “data”: {

  {key}: {value} 

    }

}

Where key is the telemetry key, and value is the telemetry value.

Now let’s send our first message to Cervello, insert the following object into the Payload text area:

{

 “data”: {

  “SPEED”: 42

 }

}

Then click on Publish, once you have published your message, a new text should appear below 
containing values for the sent object, the topic, QoS and retain status.

The Quality of Service (QoS) level is an agreement between sender and receiver of a 
message regarding the guarantees of delivering a message.

There are 3 QoS levels in MQTT:

0: The broker/client will deliver the message once, with no confirmation.

1: The broker/client will deliver the message at least once, with confirmation required.

2: The broker/client will deliver the message exactly once by using a four step handshake.

The message has been delivered to Cervello broker and stored in Cervello database.
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To view the message that we have just sent, let’s go back to Device Manager application, and to the 
devices page where we configured the device.

Click on the device name to view it’s details then choose Latest Telemetry tab. Here will be displayed the 
latest telemetry data that Cervello has received from this device.

If everything was configured correctly, you should see the data you sent as follows.

We have successfully sent and stored the device data, let’s make good use of it with Cervello powerful 
dashboard manager.
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Step 6: Visualizing Device Data
From the top menu, click on Dashboards.

Click on Create Dashboard.

Enter a dashboard name.
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Then click OK.

Choose the dashboard you have just created.

You will be redirected to dashboard manager where we can create components.

Click on the plus icon to get started.

You will find tabs containing different types of components.

We are simulating a sensor that’s sending a car speed, so we need a component that displays last value. 
KPI components are designed for that purpose, so let’s click on KPI tab.

You will find a number of components, let’s choose Angular Gauge.
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You will be prompted to settings form where we can configure our component, Now we need to choose 
data source for the component to display.

In Data source type choose Device, because we want to display data directly from a single device.

In Data source you can search for any device in your organization, let’s search for our device here and 
choose it.

In Data type we can choose the type of data we want, in this case we are using the device simulator to 
send telemetry data, so let’s choose Telemetries.

Remember there are two types of data, telemetries and attributes.

Refer to the Terminology part for more information about them.
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Once selected, the device telemetry key that we sent “SPEED” should be selected automatically in the 
next telemetry keys field and the preview component will display the value that we sent.

Click Save Component to confirm the component settings , you will be redirected back to the dashboard 
with the gauge component that we have just created.

Now our new gauge component is waiting for new data to be sent to our device with the telemetry key 
we chose.

Let’s try to send another value, open MQTTBox again, change the telemetry value to another random 
number and click publish.
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If you check the angular gauge on the dashboard again, you will find that it has been updated with the 
new value.

Step 7: Creating Rule Engine
We have managed to monitor our device in real time, but we need to be notified if something 
unexpected happens, like if the SPEED goes above a certain value. Cervello allows us to achieve 
this through a very simple and highly customizable rule engine using Cervello VPI Editor (Visual 
Programming Interface).

First, we need to create an application. From the top menu choose Applications.

A form will appear, enter a name for the application and click OK.

Click on OK to confirm creating the application.

In order to use a device in the VPI editor of an application, we must first assign this device to the 
application.
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From the devices page click on Assign to application.

Choose the application you have created.

Then click OK to confirm.
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Now lets go back to the applications page and choose the application that we created, then from the left 
menu, choose VPI.

Then click on Create VPI button.
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Enter a name in the form and click OK.

Click on the VPI name and you will be redirected to VPI editor where we can create our workflows.

You will find a list of different components on the left side menu (we will go through each one of them in 
the VPI chapter).

For now lets use just the components we need which are Device Telemetry, Data Transformation, Rules, 
Debug, Save Alarm.

TIP: You can use the search field to quickly find components, then drag and drop them into 
the grid to be able to use them.
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Let’s go through what we have here, first we have the Device Telemetry component.

This component will allow us to obtain any telemetry data the selected device sends to Cervello.

Then we have the Data Transformation component.

Which will help us transform the received data to be in JSON format.

Rules component is where all the conditional logic will be happening.

Debug component will help us debug our workflow by outputting data into the console tab.

Final component is Save Alarm which creates an alarm for the device.
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Click the Save button in the top menu to save our new workflow.

Most components in the designed workflow have an input to pass the data to it to process, and an 
output to pass the processed data to the next component.

Our workflow is almost ready, but first lets explore how to connect the components to handle data.

To connect components, click on the output of one component, and draw a link with the mouse cursor 
to the input of another component and save the VPI. Now connected components in the workflow can 
send to each other data in order.

Step 8: Creating and Displaying Alarms
Our final step is to trigger an alarm if the SPEED goes above a certain value, to achieve this, let’s first go 
through how to handle the data in VPI editor.

Configure the Device Telemetry component to listen on our virtual device.
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Double click on the component to open its settings form and from the Devices drop down choose the 
device you created.

Click Apply Settings.

Component status should change to ‘Listening on Virtual Car’ to confirm that the component is 
configured correctly and is waiting for telemetry data from this device.

Connect Device Telemetry component to the Debug component to make sure we are receiving the 
message and log it into the console tab.
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Save VPI to apply the changes.

Let’s go back to MQTTBox and publish another message

Go back to VPI editor, you will notice there’s a message in the VPI console on the right panel.
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We received the device message successfully, but we can’t do much with it because it is still a raw 
message (String), we need to transform it to be a valid JSON object and start working with it.

This is where Data Transformation component comes in, let’s connect Device Telemetry component 
to Data Transformation component. At the same time, let’s move the Debug component after Data 
Transformation component to be as in the following image.

Save VPI to apply the changes we just made.

Double click on Data Transformation component and choose ”JSON to Object” from the drop down and 
click Apply Settings.

Now let’s send another message and watch the console tab.



28CERVELLO  |  2018/7
IoTBLUE  |  support@cervello.io  |  iotblue.net

Notice that now the message, in the console tab, is in JSON format and we can work with it to set rules.

Let’s connect the output of Data Transformation component to the Rules component and save VPI.

If you notice the JSON object schema in the console you will find that the key SPEED is nested inside two 
objects, “payload” then “data”, to select that value is pretty easy.

Double click on Rules component to open settings form, click on ADD button to add a new condition. 
You will find 4 form fields, let’s go through each one.

Key path: it’s how we will select our property value, in our example, we can select the SPEED value like 
this  payload.data.SPEED.

Operator: Our comparison operator the rule.

Data Type: The data type of the value.

Value: the value we want to compare with.
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Let’s create a rule that triggers if the SPEED goes above 100, so we will insert values like the following:

Click Apply Settings to save rule.

Final step in the VPI is to create the alarm, which can be done using the Save Alarm component.

Connect the first output (green) of the Rules component to the input of Save Alarm component and save 
the VPI.

Double click on Save Alarm component to open the settings form.

Enter an alarm title, type, severity and status.
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Click Apply Settings.

Now each time our device sends a message, that message will be transformed into JSON object and 
compared with the rule we have created, if the SPEED values is above 100, an alarm will be created. Let’s 
send another message that triggers the alarm.

Now if you look at the workflow, you will notice the Rules component has status of “Passed!”, that means 
our rule engine has evaluated the incoming data with the condition we have set earlier, and it passed the 
condition.
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And the Save Alarm component has the status “Alarm has been saved”.

Final step is to monitor the device alarms from the dashboard. Let’s go back to the dashboard manager 
and add another component.

From the Tables tab, choose Alarms Table.



32CERVELLO  |  2018/7
IoTBLUE  |  support@cervello.io  |  iotblue.net

In Data Source settings form, choose Device for the data source type and Virtual Car in data source.

You should see the alarms that we created earlier in the live preview component on the right.

In the next tab Time Window Choose Real Time in Time window type and let’s display all data in the last 
day.

Click Save Component to save the component and go back to the dashboard.
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Now our alarms component is created and will display historical data from the past day, as well as any 
new alarms that will occur in the future for the selected device.

Go on and send another message from MQTTBox with a value above 100, and you will find a new alarm 
appeared in the alarms component.
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Now we have gone through a basic solution that you can create using Cervello, you can create your own 
workflow with different rules/conditions.
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