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Scenario 

We have a PLC, data logger, IP camera or other remote device with ethernet or serial ports that we 
want to be able to remotely access on demand in a secure manner. 

In this example we will focus on accessing a PLC with an ethernet port. 

We will use a standard dynamic private IP SIM. 

Solution 

MTX-Router-Titan-II-S-4G AUS  +  Cervello Network Manager  +  OpenVPN GUI 

 

Cervello Network Manager will allow us to establish a VPN between a PC/server and the remote MTX 
Router using OpenVPN GUI. 

Details: 

The main steps in setting up a VPN using Cervello and MTX routers are as follows: 

1. Set up MTX Router as Device in Cervello 
2. Set up the VPN within Cervello  
3. Set up the MTX Router 
4. Install an OpenVPN application to your PC/mobile 
5. Run the OpenVPN GUI and connect to the remote device 
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Set up MTX Router as Device in Cervello 
You will need a valid login with appropriate user rights to undertake this step, contact Australis M2M 
Pty Ltd if assistance is required. 

(a) Go to Device Manager and Create a Device 

 

 

(b) Get Device ID & MQTT Credentials 

 

Right click on the  symbol on the right to see option for copying “Device ID”, you will also see an 
option for “Manage Credentials” – from where you can generate and copy the Token and Access Key. 
Make sure you take a copy of these as they will need to be entered correctly into the router for the 
router to connect to Cervello. 
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Setup VPN in Cervello 

(c) Go to Network Manager and Create VPN 

 

(d) Create a group within the VPN 

 

(e) Add the clients to the group within the VPN 

 

Your PC/Mobile will use a “User” client type, while the MTX Router is a “Device”. 

In this example we are not using “Client to client” topology – do not check this box. For alternate 
topologies contact Australis M2M Pty Ltd. 
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(f) Download the Client for each client 

 

Use the  symbol to access the option to “Download Client”, this will download the credentials file(s) 
for each client, you will need these files for the user device (PC or mobile) and the MTX Router. 

Setup the MTX Router 
Log on to the router, refer router manual for instructions if unsure, and make the following settings. 

(g) Ensure that the WAN connection is set up for the SIM used and is enabled 

 

In the example above the APN is set to telstra.internet, telstra.internet is a private dynamic IP. 

Note that “Remote Management” is enabled, this allows for remote reconfiguration of the router. For 
optimal security we recommend that you also change the routers username and password see 
“Other>>Password Web UI”. 
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(h) LAN Settings 

 

In this example we have kept the default static IP of 192.168.1.2. 

(i) Firewall>>NAT Settings 

 

In this section we need to set up Port Forwarding (Network Address Translation) to allow an incoming 
connection to the router to be forwarded/linked to the device(s) connected to the ethernet port (the 
PLC). 

In the settings above we have set: 

 incoming Port (5555), this port number just needs to be a free/not used port (port 80 would not be 
suitable as this is used by the routers remote management interface) 

 output port (80), the port on the PLC used for remote management 
 PLC IP Address, this is the IP address set in the PLC 
 OpenVPN Interface, for OpenVPN access to function we need to ensure that the “Interface” is set 

to OpenVPN. 
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(j) VPN>>OpenVPN Client 

 

It is in this section that the credentials file, downloaded from Cervello, needs to be uploaded to the 
router in the ?? as indicated above. 

In addition, the OpenVPN Client needs to be enabled as above. 

Once all settings are made and saved, reboot the router for settings to take effect. 

Install an OpenVPN application to your PC/mobile 

 

Go to https://openvpn.net/community-downloads/ to source a copy of OpenVPN GUI, download and 
install. 
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Run the OpenVPN GUI and connect to the remote device 

 

The OpenVPN GUI should be active in the system tray, if not run from Windows>>Start>>OpenVPN 
GUI. 

You may need to “Import File…” the file will be the credentials for the User (PC/Mobile) that you 
downloaded from Cervello. 

 

Once the file is set then you need to select the appropriate file and “Connect” 

 

After clicking “Connect” the OpenVPN Connection dialog box will open and an attempt at connecting 
will be made – if successful the box will close and the icon in the systray will be green 
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The IP address of the MTX Router will be ????, to check that the router is available you can go to 
Cervello and under device manager ensure the device comes up as “Connected” 

 

To browse to the MTX Router use the IP address assigned by Open VPN and the port number set in 
NAT/Port Forwarding, in this example the IP address is 10.0.76.3, and the port is 5555. 

 

After browsing to this address, I get a login page for the PLC I am browsing to. 

 


